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A Flexible Architecture
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Set of programming Traditional manual |
language features, with a verification with
verification methodology tactics
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L A definition of Certified Assembly Code Packages

(based on the CAP work of Zhong Shao, et al.)
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Code for Linked List Reverse

Definition linkedList := bfunction "rev"/[st o e

Pt p Do S . ST e

VSR 0p- G Lo 15 O, (Rl A'{lllSt 1s st#R0} * ![Var VO] ] sE/
/\ st#Rret @@ (st' ~> [< st'#Rsp = st#Rsp >]

\

SN 1 it K ol L1 e o R i 2= S = e U O e NI S bl %
L A TV ary (VS VORT Jhetr ) 1934 Precondition

RN a0 o el S e i b e ) oy Sl e T
([ 8% =5 EXX A BX LB L wER 1182, ey im i T 1
sl Il L JIelustpR) *E0 {1118t 152 st#RO} |

\ * 4 [Var- VO] ] st

/\ st#Rret @@ (st' ~> [< st'#Rsp = st#Rsp >] |

\ /\ I[ ~!1{llist (rev 1s2 ++ 1lsl) st'#RO} 2

e S AL VS VO R A S R e e Mt

'while ( (RO 1= 700 {0 o o= 0 = S e boop Invariant

. ‘R2 <=:STRO+1]::
l$[RO+1] SR %30

R1 <- RO;; 22

RO <- R2 - Structured Control Flow
/}'; Vo b ans
RO <- R1;;
JumpI Rret




Proof of Correctness
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Hint Extern 1 (_ ===> ) => progress unfold llisf? \
| Hint Resolve lseg nil fwd lseg cons_ fwd i
\ llist app nil fwd : Forward. G
(Hint Extern 1 (_ ===> lseg nil ) => g 7

apply lseg nil bwd : Backward.

Hint Extern l_k_ ===> lseg y 2510200 = ‘Iqmesfpr
A apply lseg nil bwd : Backward. \ quanhﬂet
/Hint Extern 1 (_ ===> lseg ?1s ?h _) => Instantiation
\ ensureUnif ls; ensureNotUnif h; 5

<3 apply lseg cons bwd : Backward.
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Theorem linkedListOk : package linkedList langs.
“structuredSep.

St e 0 ! Correctness proof, via domain-specific tactic
ed. i




Outline

The definition of certified assembly packages

Verification frontends as libraries
- Parsing
— Code generation

— Verification condition generation
Full automation of correctness proots
— ...using triggers for quantifier instantiation

Some case studies




Modular Verification

Relocatable code Precondition for entry point : :
[ Operational Semantics ]

=" P —reieextmh ... -8

= “Register R points to safe code” A ....

Correctness theorem (?)

VS,S. 9(S) AS —>*S' = 38" S' > S"

jmp
L1:

jmp
L2:







Certified Assembly Packages

Correctness proofs quantify over a
program specification ¢,
containing at least this module's preconditions.

Correctness Condition

vs. DA

¢ (P, S) Basic blocks with preconditions
1 b]
S Lt L2: ¢ Ln: ¢
| B - :
1
S’ jmp e imp__
®EsN=0
(p(S') Final program correctness theorem:

1. Execution never gets stuck.
2. Whenever we enter a basic block, its precondition is satisfied.
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Imports ;
“LI1 ”: (p1
Exported :
COde (11 v I .
L'n":¢@_
Type o
Local




Modules from Structured Programs

Precondition

P14

7[...Ioop mvanag\t.l.:.l

“whil
4 w Ie/(g_){

[
G

Compiler

~ }elsé{

@ O

Assembly Module

A y

Implies
correctness
of

P4 }
(s

return

Verification Condition:
P1 A P2 AN P3 A P4

R
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Sequencing

/ Precondition: » \

Exit Iabel:% inr(L2)
Local label typtE:6 T1
L Entry label: L1 inl(L1)
Precondderpuls — Verif. Condition: P1

Exit label: ? ~ -
Local label type: T1 + 12\\ FESTEEC IR / J

Entry label: inl(L1)
Verif. Condition: P1 A P2
Postcondition: ?

Precondition: 7 \
> Exit label: ?
Local label type: 72
Entry label: L2 inr(L2)
Verif. Condition: P2

\ “~Postcondition: ? j




Loops

Precondition: 2 | A b
Exit label: Test

Local label ty
Entry label: %{Body(L

Verif. Condltlon>£
Postcondition: P’




Concrete Syntax

R
While (RO < 10) {

E £ CRIGS="R2)\S
RO <- R1 * 10

} else {
Rl <= Rl. + ‘R2;;
RO <- R1

}

Coercion single : instr >-> scode.
Tnf ixte e s Rus o S dad
(right associativity, at level 95) : SP scope.
Notation W SEfA s g{ab Lo Frfelisel i n 2 =
(If (Code c) (Rvall c) (Rval2 c) bl b2)
(no associativity, at level 95, c at level 0) : SP scope.
Notation "[ p ] 'While' ¢ { b }" :=
(While p (Code c) (Rvall c) (Rval2 c) b)
(no associativity, at level 95, c at level 0) : SP _scope. ¢
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Separation Logic
P

==> NN
P ==> n
P1* P2

S 2 1] M ~ 3

ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff 2 R s PR ] L S R e
emp The heap is empty.
[P] The heap is empty and pure fact P is true.
allocated(p, 0) = emp
allocated(p, n) = (v, p ==> v) * allocated(p+1, n-1) 3
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Abstract Predicates

Swap (inputs p and q):
Precondition:p==>a*q==>b
Postcondition: p ==>b * g ==> a

malloc (input sz, output p):
Precondition: mallocHeap
Postcondition: mallocHeap * [p <> 0] * allocated(p, sz)

Add an element to a linked list (inputs p and v, output p’):
Precondition: mallocHeap * llist(ls, p) *llist(ls', q)
Postcondition: mallocHeap * llist(v :: Is, p')  * llist(Is', q) |

The Frame Rule:
It is always legal to add the same formula to pre- and postconditions, using *.

18




Adapting to Assembly Code

Add an element to a linked list (inputs p and v, output p’):

Precondition: mallocHeap * llist(Is, p) *Illst(ls q) |
Postcondition: mallocHeap * llist(v :: Is, p') * llist(Is', q) |

Add an element to a linked list (inputs p, v, and R; output p'):

Precondition: mallocHeap * llist(Is, p) Return pointer
*[R@ maIIocHeap *Mlist(v 2 1s, p

Blsanaiepeg wﬁqpm@féeaieap * llist(ls, p)* P

[R @ mallocHeap * llist(v :: Is, p')
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A Full Precondition for malloc

Quantifies ove Binders f hi o ‘
Inders for machine state “gts e and after versions

of machine registers

st ~> ExX, ![ "!{mallocHeap st#Rd?'
* 1[Var VO] ] st
/\ st#Rret @@ (st' ~>

[< st'"#R0O0 <> 0 /\ st'#Rsp = st#Rsp >]
/\ '[ "'{allocated st'#R0O (st#R1+2)}
* “1{mallocHeap st#RO}
* I[Var (VS VO)] ] st')
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Proof Obligations

Precondition

P14

...loop invariagt...
'7[whi|e/g ) { \C
P3

{ Verification Condition:
: P1 A P2 AP3 A P4
it (A ) {

~ }elsé{ e

P4 }
(s

return




An Extensible Prover

X : nat 3

- | Proof
11, 12 : list nat DA
tl : ptr :
In state S: 3
Iseg (x :: 11) RO tl * llist I2 tl -~ Pre-state
Mem[RO] < - y; }Straightline
R1 <- Mem[R0O+1] Code
In state SMem([R0] := y, R1 := Mem[R0+1]]: :
RO ==> y * RO+1 ==> R1 * llist (11 ++ I2) R1 - Post-state

22
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Normalize State Accesses

X : nat 1
A Proof

11, 12 : list nat SRS
tl : ptr ]
In state S ;
Iseg (x :: 11) S.RO tl * llist 12 tl - Pre-state
Mem[RO] < - y; }Straightline
R1 <- Mem[RO+1] Code
In state SMem([R0] := y, R1 := Mem[R0+1]]: :
S.R0 ==>y * S.R0+1 ==> S.Mem[RO+1] ~Post-state

*list (11 ++ 12) S.Mem[R0+1] Y 23

'_-__-——_—_-_-_-———____——-J .



Unfold Predicates in Pre-State

X : nat =P : pir :
£t b Proof
1,12 :listnat | p<>0 SNl
In : 3
eg (x :: 1) S.RO tl-* llist 12 tl - Pre-state
dp. [p <>6]* S.RO ==>x*S.RO0+1 ==>p *lseg 1 ptl
Mem[RO] < - y; }Straightline
R1 <- Mem[R0O+1] Code

\

In state S[IMem[RO0] :=y, R1 := Mem[RO+1]]:
S.R0 ==>y * S.RO+1 ==> S.Mem[R0O+1]

~Post-state

*list (1 ++ 12) S.Mem[RO+1]
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Simplify Memory Reads

X : nat p : ptr :
- i Proof

1,12 :listnat p<>0 SRl

tl : ptr :

In state S: 3

S.RO ==>x"* S_=> p*lseg1ptl*llisti2tl -Pre-state
Mem[RO] < - y; \ }Straightline
R1 <- Mem[RO+1] Code

In state S[Mem[RO0] :=y, R1 :=\Me
S.R0 ==>y * S.R0+1 ==> 9
*list (11 ++ 12) S.Mem[RO+1]

+1]]:

~Post-state
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Execute Memory Writes

X : nat p : ptr :

| Proof
11,12 :listnat p<>0 GBS
tl : ptr
nstate S: -]

@ =>X* S.RO+1 ==>p *lIseg 1 ptl *llist[21tl -Pre-state

Mem[RY] < - y; }Straightline
R1 <- MeXg[RO+1] Code

\

=Y, R1 := Mem[RO+1]]:
S.R0 ==>y "S.RO+1 ==>p *llist (1 ++ 12) p ~Post-state

26




Unfold Predicates in Post-State

X : nat P : ptr — . 3
11, 12 : list nat pc<>><g (e, Pnoo)

C
 ptr =X ptr Pl

In state S[Mem[R0] :=y, R1 := Mem[R0+1]]:
S.RO==>y*S.RO+1 ==>p*lseg !l ptl*llistI2tl - Prestate

£
\

Mem[RO] < - y; }Straightline
R1 <- Mem[RO+1] Code

In state S[Mem[RO0] =y, R1
RO ==>y*S.RO+1 ==>p"’

L

~Post-state

27
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Cancel Equal Terms and Finish

X . nat P : ptr :
A Proof

1,12 :listnat p<>0 i

tl : ptr X : ptr ¢

In state SIMem[RO0] :=y, R1_:= Mem[RO+1]]: H

EP — G = & M* ' | - Pre-state
Mem[RO] < - y; }Straightline
R1 <- Mem[RO+1] Code

\

In state S[IMem[RO0] :=y, R1 := Mem[RO+1]]:
M*MH * I3 ~Post-state

a 28




Unfolding Hints

Govfls
E Library A } Unf0|d|n9>/ \

hints
[ Library B }%& Separation Logic tactic,
implemented in Coqg's Ltac language
[ Ve @ } Unfolding _

i i /

Proofs




Proving an Unfolding Lemma

Theorem freeList nonempty fwd : forall fl flh flt,
FIR“<>us£1t
-> freeList f1 flh flt
===>1 B P 7,4 EXs sz i BX L] Ve b SIE LSl ¥ s i E L)
* flh ==> p' * (flh+l) ==> sz
* 1{allocated (flh+2) sz} * !{freelList f1l' p'
destruct fl; sepLemma.
Qed.

Proof script

Hint Resolve freeList nonempty fwd : Forward.

Registering this lemma to use in unfolding hypotheses

£1t}.

30




A Lemma with an Inductive Proof

Lemma freeList middle : forall f12 flt p sz fll flh,
flt <>.:0

-> 1 {freelList f11 flh flt}

* flt ==> p * (flt+l) ==> sz

* 1{allocated (flt+2) sz} * !{freelList f12 p 0}
===>"freelisti GEllk+oE v s T 1290 E1h: 0,

induction fll; sepLemma.
Qed.




More Complicated Hints

Hint Extern 1 ( ===> freeList ?p 0) =>
match goal with
| I ¢ context[ptsTo ?p' 0] | - A=

ensureEq p' p; apply freelList create
end : Backward.

32




Case Studies

Linked list lemmas 128 22

Linked list reverse (in-place) 33 6

* Based on the most involved example from the XCAP paper by Ni and Shao,
which took about 1500 lines of proof

33




Coding and Debugging Proofs




Conclusion

Classical Verification

Structured programs N

Automated proofs . v
s ‘
A\

Interactive Theorem-Proving

Small proof checker
Flexibility
Higher-order reasoning
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Hint Databases in Coq

Theorem plus cong : forall nmn' m',

n =n'

—>m =-m'

A o L ol 11 B B S 1
(*ion SPLOOE 2457 %)

Qed.

Theorem plus comm : forall n m,
o R 11 e 11 0 o o B
(FefF IPLreOE. 5%

Qed.

Hint Resolve plus cong plus comm : Arith.

Goal, foral ks 13:4 MK (A=) =BT R =, (a4 d) 5k 'k
auto with Arith.
Qed.

36
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